Kpatkmii  0030p cmoco00oB coBeplieHusi KuHOepnpecTyIJIeHUi
AKTyaJIbHBIX B HACTOsfIlllee BpeMsi, MCIOJb3yeMbIX MpPH IPOBEJICHUH
BbICTYIUIEHHH (MHGOpMaNKMsi HAMKCAHA OT MEPBOIo JIULA).

1)  BMIIMHT — 3TO OJHA M3 PAa3HOBHJHOCTEH (PHINMHTA, PH KOTOPOM
TaK)X€ HMCIHOJIB3YIOTCS METOJbl COIMATIbHOM MHXXEHEPUH, HO YK€ C MOMOUIBIO
Teae()OHHOTO 3BOHKA.

Kak 00bI9HO IEUCTBYIOT 3710YMBIIIJIEHHUKHA «BUIIIEPHI» ?

Ha tenedoH mnoctymaeT 3BOHOK OT COTpyJIHHKa OaHKa H OmepaTop
IpeaynpexaacT, €eciau MpsMO ceiiyac He OyJeT mNpeaocTaBieHa MOJIHAas
uHpopmals OAaHKOBCKOM KapThl eMy MO TenedoHy, TO KapTy 3a0J0KHUPYIOT.
JloBepuMBBIi MOJIB30BATEND, CIbIINIA MOJOOHYIO «yIpo3y» Cpasy K€ BIAJaeT B
NAHUKY U MOKET BbIJATh BCE NMEPCOHANIbHBIE JAHHBIE BIUIOTH 0 IPOBEPOYHOTO
KoJza nu3 SMS.

Takke MpU BUIIMHIE MOXKET OBITh MPEJIOKEHA BBITOJHAS IOKYMKa C
OTPOMHOM CKHAKON WM O3By4YeHa HMH(pOpPMAIMS O BBIUTPHINIE B KaKOW-THOO
akuuu. He Hy»kHO cpa3sy ke pagoBaThCs CTOJb YAAYHOW MOKYIIKE WM BBITOJHOU
aKIIMM, BCETJa CTOUT JIUIITHUHN pa3 MepenpoBepuTh HHPOpPMaIIUIO, 0OPaTUBIIKCH
K 0(bUIIHAIBHBIM PECypCam.

B 000l HEMOHATHOW CHUTyallUM TJIaBHOE HE MaHUKoBaTh. [lomMHUTE —
BCErjJa BCE MOXXHO MPOBEPUTh. BexIMBO MOMpoIaiTech ¢ COOECEAHUKOM U
NO3BOHUTE Ha TOPSAYYI0 JIMHUIO OpraHu3allM, MPEJICTABUTENIEM KOTOpPOM
Ha3BajJCs 3BOHUBIIMKA. Tak BBl JIETKO CMOXETE€ TMOHSATH ObUT JIM 3BOHOK
00OCHOBaHHBIM, WJIH BBl UyTh HE CTAJIH KEPTBON BUIIIMHTA.

PacnpocTpaHeHHbIe NIPUMepPbl BUIIIMHT A
e 3BOHKHU U3 OaHKAa.

MorliieHHUKY 3BOHAT Ha MOOWJIBHBIE C HOMEPOB, KOTOpPbIE MOTYT
HAIIOMHHATh HOMEp OaHKa. «3/IpaBCTBYHUTE, S COTPYAHUK CIIY>KObI O€3011aCHOCTH
Oanka», — TIpeAcTaBIsIIOTCS OHHM. M cooOmarT, 9Yro «OaHK BBISBHUI
MOI03PUTEITEHYIO OTIEPAIUIOY WJIH «B CHCTEME TIPOU30IIEIT COOM».

Yarme Bcero «COTPYAHHK CIy>KObI OC€30MacHOCTH» IPOCHUT COOOIIHTH
nanHble Kaptel, CVV- unu CVC-xon, ko n3 CMC unu maposnu, moCcTynuBIINE
ot O0anka. Mnu nake nepeBecTy BCE CBOM JICHBI'M Ha «PE3EPBHBINA CUET.

MornieHHUK ~ OYeHb  yOeIWTeNIeH, 3BOHOK TIOCTYMAaeT SKOObI ¢
opUIIHATFHOTO HOMEPA, a JaHHBIE MPOCSAT COOOIIUTH HE YEJIOBEKY, a pOOOTY.

Tak)ke OH MOXKET 03BYUUTh BalllM NIEPCOHATIBLHBIC TaHHBIE, YTOOBI YOS TUTh
B HEOOXOUMOCTH TIEPEUNCITICHUS COSPEKEHUI Ha 3aIlUIIICHHBIN CYET.

Ho corpynnuk Oanka HUKOrja He moTpeOyeT y Bac KOH(UICHIIMATbHBIX
NaHHbIX. Hampumep, He MONPOCHUT Ha3BaTh HOMEpP KapThl WJIM HOMEpP Ha €€
obopore, a Takke CVC-nmaponu 6aHka, KOTOpble TPUAYT BaM Ha TelleOH B BUE



CMC. Jlyuuie cpa3y o0opBaTh pa3roBop. He coBepiaiite HUKaKux JI€HCTBUM,
KOTOPBIX TpeOyeT 3BOHUBILNM, KaKk Obl OH HU ObLT yOEIUTETIEH.

Odyenp mOJIE3HO 3aHeCTH oOQUIMAIbHBIE HOMEpa Baiiero OaHKa B
3aMUCHYI0 KHWXKKY. Torjga mpu 3BOHKAaX € MOXOXXHMX HOMEpPOB y Bac Oyner
BBICBEUMBATHCS KOHTAKT «HEM3BECTHBIN HOMEDY.

e VYCTaHOBKA IIPOrPaMM YIAJIEHHOIO IOCTYNa HAa YCTPOUCTBO.

370yMBIIIJIEHHUK 3BOHUT TMOJIb30BATEN0, MPEACTABISASCH COTPYAHUKOM
Oanka, ¥ cooOmaer, 4YTro 3adHUKCHUpOBAaHA TIOMBITKA B3JIOMA €ro JIMYHOTO
KaOMHETa WM K€ BBIBOJA CPENICTB C €ro cyera. SkoOnl cimyk0e 0e30MmacHOCTH
OaHka TpeOyeTcsi MOMOIIb KJIMEHTA: HY>XHO PEHIUTh TEXHUYECKYIO MpoOsiemMy
JUIsL TPOTUBOJEHCTBUSI MOILIEHHUYECTBY. JlJI1 3TOro HEOOXOAMMO CpPOYHO
YCTAaHOBHUTBH MPOrpaMMy yJajeHHOro ympapieHnus cmaptgonom (Any Desk wmmun
Team Viewer), d4roObl COTPYJHHKH OaHKa MOTJIM TOJIYYUTh JOCTYII
K YCTpOMCTBY ¥ 00€30macuTh Iojb3oBaTes. [lociie  ycTaHOBKM — Takoi
IpOrpaMMbl, MOIIEHHHK TOJIy4a€T BO3MOXKHOCTh JI€MCTBOBATh OT UMEHU
MOJI30BATENS M, TMOJYYHMB JOCTYN K MPUIOKEHUIO MOOUIBHOTO OaHKHUHTA,
BBIBOJIUT CPEJICTBA CO CUETA KEPTBHI.

e 3BOHKHU OT JLDKECOTPYIHUKOB MIJIUIIMU, TPOKYPATYpPHbI U T.I.

VY CII0)KHEHHBIW, ABYXCTYNEHYATHI CIEHAPWW HAYMHAETCS CO 3BOHKA OT
deiikoBoro npenacrasurenss OBJ (cnenoBarens, corpyanuka KI'b u 1.1.). C
NOMOIILIbIO CHeLHANIbHBIX cpeAcTB [P-renedonnn HOMEp 310yMBIIICHHHKA
MOKET ObITh MOAMEHEH U BBIMVISIACTh KaK peasibHbINA Tene(OHHBIN HOMEp OJHOTO
n3 oraeneHnid OBJl. @anpmuBbplii  MWIMIMOHEDP PACCKaXXET BaM PO
YYaCTUBIIMECS CIy4yad MOIIEHHUYECTBA WA PO YTEUKY JaHHBIX U3 U3BECTHBIX
OaHKOB M COOOUIUT O pUCKE I ICHEKHOTO cyeTa KiueHta — Bac. [Ipu sTom on
MOYEPKHET, YTO camy Oeceay Bbl JOJDKHBI JAEpKaTh B TallHE OT BCEX YJICHOB
CEMbU U 3HAKOMBIX, TaK KaK 3TO «CJEACTBEHHas TaiHa». lJid yOequTenbHOCTH
MOIIEHHUK J1a’)K€ MOKET HAlOMHHUTh O Oa30BBIX MpaBHiiax OE€30MacHOCTH, a
MMEHHO — O TOM, YTO HUKOMY HeJb3sl Ha3biBaTh koj u3 CMC. [lpennonoxum,
BbI IOBEPWJIH U 3aUHTEPECOBAIUCH. YTO MPOUCXOIUT JAanblie?

BripaboTaB omnpeneneHHbIl KpeauT 1oBepusi K cebe, JHKECOTPYIHMK
MUJIUIIINA CKaXXET, YTO HEOOXOJMMO TPOBECTH PsJl MEp, HAMpaBIEHHBIX Ha
IPOTUBOJICUCTBUE MOLIEHHUKAaM, U JUIsI 3TOIO NEPEBEAET BAC yKE HA BTOPOIrO
YEJI0OBEKa, «COTPYAHMKA OaHKa» WM «CITyXObl Oe3omacHocTH» (a 1o ¢akTy Ha
TAKOro >K€ TNpPECcTylHHKA, KaKk W OH caM). Jlanble Bce pa3BUBaeTCsA IO
KJIACCUYECKOMY CIICHApUIO: >KEPTBY MPOCAT JMOO YCTaHOBUTH Ha TenedoH
CIEHHAIIBHOE MNPWIOKEHHUE I YAAJIEHHOIO JIOCTYIa, C MOMOIIBIO KOTOPOIO
3NIOYMBIIUIEHHUKH TOJMYYaloT JOCTYN K MOOWJIbHOMY OaHKy, JM00 0()OpMUTH



(GAIUIICHHBI» CYET W TIEPEeBECTH HA HEro JeHbru. B ciiydae ecnu BEI
MOBEJIETECH, BCE 3aKOHYMUTCS JJIS BaC MyCTHIM CYCTOM U COXKAICHHUEM.

B npyrom BapwaHTe CXEMbl MOIICHHHKH MEHSIOTCS MECTaMHU:
«MWIHIIMOHED»  IMOJKIIOYAeTCS TOJBKO IIOCJIE  pasroBopa KEPTBBI €
KJIACCHYECKUM «COTPYJIHHUKOM Oe3omacHOCTH OaHka». Ilocie Toro kak »kepTBa
OTKa3bIBACTCS BBITIOJNHATL MPEIIOKEHNEe O(QOPMUTH KPEAUT OHJIAWMH WM
yCTAaHOBUTh TPWIOKEHHE, cka3zarb ko u3 CMC wu mpodee, 3BOHSIINNA
«MWJIAIIHOHEP» yOeKIaeT MOCIyIIaThCs CBOETO JIMIMTOBOTO KOJUIETY U3 CITY>KOBI
0e30IacHOCTH OaHKa.

2) ®ummHr (aHri. phishing, ot fishing — pbeIOHas JIOBJIS, BBIYKHBaHKE)
— 3TO HEKUW BUJ MOJYYEHHs 3JIOYMBIIUIEHHUKOM CEKpPEeTHOW HH(pOpMalluu,
IpU KOTOPOM MPaBOHAPYIIUTENb, UCIIOIb3Ys CPEACTBA COIIMAIbHON MHXKEHEPUH,
«pa3BOIUT» KJIMEHTAa Ha OTKPBITUE CBOMX JIMUHBIX JAaHHBIX. TaKMMHU JaHHBIMU
MOTYT OBITh HOMEP U KOJI 0aHKOBCKOI KapThl, HOMEp TeiePoHa, JJIOTUH U Mapoib
OT KaKoro-imbo cepBuca u T.1. B OCHOBHOM, Tako¥l BUJ «JIOBJIW» UCIOIB3YIOT
YTOOBI MOTYYUTH JOCTYT K OHJIAWH-OaHKUHTY WJTU KOIIENbKY KEPTBBI B TOW UITU
MHOM IMJIAaTEKHOM CUCTEME U BBIBECTU CPEJICTBA HA TIOCTOPOHHUE CUETA.

Tak kak »xe paboTtaeT GUITUHT?

Ha onexTpoHHBI ajgpec aTakyemMoro NPHUXOAUT (PUILIUHT-TTUCHMO,
KOTOpO€, B MEPBYIO OuYepenb, BIMSIET HAa dMOLUHU noiydarens. Hanpumep, 31o
MOXET OBITh OIOBEHICHHE O OONBIIOM BBHIUTPHINIE WKW XKE, HA000pOT,
COOOIIEHUE O B3JIOME aKKAayHTa C JAJbHEUIINM MPEIJIOKEHUEM IEPEeUTH IO
(UIIMHTOBOM CCHUIKE M BBECTH JIaHHBIE aBTOopu3anuu. [lob30BaTens nepexoaut
Ha TMPEJOCTaBICHHBIA PECypC U «OTHaeT» CBOM JIOTMH W Mapoiib B PYKHU
MOIIIEHHHKA, KOTOPBIM, CO CBOEH CTOPOHBI, JOCTATOYHO OBICTPO OINEPUPYET
MOJIy4eHHOUN HHPOpMAITUEH.

o [lpumep pummnra

Bo3pMemM B KkadecTBe mpuMepa MOMYJSPHYIO COIMAJIbHYIO CETh
«Facebook». JlomyctuM, xakep co31all CTpaHUIly, KOTOpas HACAIBHO IMOXO0XKa
Ha cTpaHully Bxoga B cucremy «Facebook», vHo usmennn ee URL-appec.
Hampumep, fakebook.com wmmm faecbook.com mmum mo6oit npyroit URL-ampec,
KOTOPBIM OYEHb MOXO0XX Ha OpuUruHaIbHBIN. [lonb30BaTenb, Mmomagas Ha TaKyrO
CTpaHUIly, MOXKET HE OOpaTUTh BHUMaHUsI HA HEBEPHBIM aJipec CTPAHMIIBI U3-3a
CXOXKETO HAaMNMCaHUsl ajpeca CTPaHUIbI C OpUTrHHAIOM. M MOXKeT mnpuHSTH
JaHHYI0 (UITMHTOBYIO CTPAaHMIy 3a HACTOSIIYI0 CTPAaHMIy BXOJa B
«Facebook», u 0e3 omacku BOCHOJIB3YETCS PErUCTpPalMOHHON (opMOM st
BXOJIa B CUCTEMY.

Takum o0Opa3omM, TNO0JIb30BaTENlb, KOTOPBI HE 3aMETWU] pa3HUIbl U
BOCTIOJI30BAJICA TMOJJICIbHON CTPaHUIEH, MOT BBECTH CBOU PETUCTPAIMOHHBIC
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JAHHBIE U JaTh JOCTYH MOIICHHUKY K CBOEMY aKKayHTy. OTHOBPEMEHHO C 3THM,
JUISL COKPBITHSI MOIIIEHHUYECTBa, I0JIb30BaTelh OyJEeT NepeHaNpaBlieH Ha
ncxoaHyro crpanuny «Facebooky.

PaccMoTpuM  BO3MOXHBINM TpuMep W3 ku3HM:  UWropr paboraet
MPOrPaMMHUCTOM W HAIKCA MPOTPaMMmy, MO3BOJISIONIYIO MOJYYUTh AOCTYH K
PETUCTPALIMOHHBIM JaHHBIM IIOJb30BATEIA. 3aT€M OH CO3[1a€T MOMAJEIIbHYIO
CTpaHUIly BXoJa B counaabHyro ceTb «Facebook», coaepxalinyo BpeJOHOCHYIO
nporpammy, U pasmemaer ee Ha «https:/www.facebouk.com/money-online.
VY Urops ectb apyr I[lasen. U Urops otceutaet IlaBny cooOienue: «IlpuBer,
IHama, s Hames crnocod Jerkoro 3apadorka B uHTepHere. Thl 00s13aTEILHO
N0JKeH ero yBuaeTb Ha https://www.facebouk.com/money-online». ITaBen
MEPEXOUT MO CCHhUIKE W BUIUT Tepe] cO00M CTaHAApTHYIO CTPAHMILYy BXOJa B
cuctremy «Facebook». Kak 0ObIYHO, OH BBOJAUT CBOM HMsI IIOJb30BATEIS H
napoJjb. Tenepp BCe peruCTpallMOHHBIE TaHHBIE nepecbuiatoTea ropro, a [1aBen
MEpEHANPABISETCS HA CTPAHUILy C COBETaMHM IO 3apabOTKy JEHETr B CETH
untepHer «https://www.facebouk.com/ money-online.html». Bor u Bce,
akkayHT [laBna B «Facebook» ObL1 B3110MaH.

e YAIIIE BCEro MNOJJEJBIBAIOT CAHUT TOPIOBOH
UHTEPHET-IIOINAIKA «KUFAR» M IIOYTOBOI'O CEPBHUCA
«BEJIIIOYTA», A TAKJKE U OCTAJIBHBIX CAITOB HA KOTOPBIX
HEOBXOJMMO BBOJUTH JIMBO JIOTUH U TAPOJIb OT
YYETHOM 3ANMCHU JMBO PEKBU3UTBI BAHKOBCKOH
MJIATEXKHOHM KAPTBHI.

KAK SAHIUTUTBCA oT JTAHHBIX BUOB
MOIIEHHUYECTBA?

Kak He momacTbcsi Ha KpIHOYOK OXOTHHUKOB 3a HaxuBoul? Ilpexne Bcero,
ClIemyeT  BCeraa MPUACPKHBATHCA  CIACAYIOIMIMX  PEKOMEHIAIMHA  TIpH
WCITOJIb30BAaHUH MHTEPHETA U JTIOOBIX IPYTUX PECYPCOB CBS3H:

e Bcerja oOpamialiTe BHUMaHHWE Ha OTIPABHUTENSI M TEMY COOOIICHHUS.
Ecnu oHM BRITJSIIST MOI03PUTEIBHO, MPOCTO YAAIUTE ITUCHMO;

® B MMHChbME C HEW3BECTHHIM OTIIPABHUTEJIEM HE CTOUT IMEPEXOJHTH IIO
IIPEIOKCHHBIM CCBIIIKAM;

® HIM B KOEM Clly4ae HE JaBaliTe OTBETH HAa MHUCHMA, 3aMPANIUBAIONTUE
JUYHYI0 THHOPMAITHIO;

e clequTe 3a ONMMOKaMH B TEKCTE, €CJIM OHH €CTh, TO CKOPEE BCETO
MMCHMO — OOMaH;

e (aiiibl, NPUKPEIUICHHBIE K MUChMY, UMEIOIINE PACIIMPEHUs .€Xe, .msl,
Jbat, .pif, .com, .vbs, .reg, .zip MOryT YyCTaHaBJIMBaThb BPEIOHOCHOE
mporpaMMHOe 00ecIieueHne, He CTOUT UX OTKPHIBATh.



Yro Kacaercsd TEXHUYECKUX CPEJICTB 3aIUTHI OT (DUILIUHTA, TO HE JINIIHUM
OyJzieT 0OpaTUTh BHUMAHHUE Ha CIEAYIOIINE BO3MOXKHOCTHU

e B ocnosubix Opaysepax — Mozilla Firefox, Google Chrome, Microsoft
Edge, Safari cymectByer aHTUQUIIMHTOBas CUCTEMa CO CIHMCKOM CalTOB
3JIOYMBIIUIEHHUKOB, KOTOpPAsl MNPERYINpPEKIAeT IIOIb30BaTENS O MEpEexXoAc Ha
BPEJOHOCHBIN CaWT. Takuhe K€ CUCTEMbl HUCIOJIB3YIOT U MHOTHE PECYPCHI, IO
TUITY COUUAIIBHBIX CETEH.

e AHTUBHPYCHOE MPOrPAMMHOE 00ECIEUECHHUE JAET JOBOJBHO HAJEKHYIO
3amuty. Crenyer BCEro JIMIIb BOBPEMs yCTaHABIMBAaTh OOHOBJIEHHUS, KOTOPbHIE
NAIOT BO3MOXHOCTb IPENOTBPATHTh BHEAPEHUE BHUPYCOB HA KOHEYHOE
YCTPOMCTBO, a TAK)K€ ONOBEUIAIOT MOJIb30BaATENsI 00 OMACHOCTH IPHU MEPEXOe
II0 BPEIOHOCHBIM CCBUIKAM.

e HekoTtopble crnaM-(QuiIbTpbl, UCHOJIb3YEMbIE CEPBUCAMH SJIEKTPOHHOMN
IIOYTBI, IIO3BOJIAIOT ABTOMAaTUYECKHA OTCEUBATh MMMCHhMA 3JI0YMBIILIJICHHUKOB.

e OOs13aTeNBbHO UCIONB3YTE ABYX(PaKkTOpHYyIO ayTeHTU(ukanuio. Eciu
BCE€ BalllM AaKKAYHTbl OyIyT JIONOJIHUTEJIBbHO 3aIUIIEHbl OJIHOPA30BbIMU
apoJIsIMHA, 3TO B pasbl YCIOXHUT JKU3Hb 3JOYMBIIUICHHUKaM. Bpems
KU3HU OJTHOPA30BOr0 MapoJjs orpaHuueHo — He Oosiee 60 CeKyH[, 3HAYUT,
4TOOBI MOJIyYUTh JOCTYN K YYETHOM 3alMCH MOJIb30BaTels, (uuiepy Hy>KHO
ObITh O0siee n300peTaTeabHbIM U OBICTPHIM. He Tak Jierko BeIyAUTH U JIOTUH, U
MapoJib, © OAHOPA30BBIM MAPOJIb, 1A €IIE U YCIIETh BOUTH B aKKAyHT aTaKyeMOTO
WM TPOBECTH HEJIETAJIbHYI0 TPAH3AKIHUIO 3a TAKOM KOPOTKHM MNPOMEXKYTOK
BPEMEHH.

3) Kak B3;1aMbIBaIOT CTPAHMILY?

CHavajia 3JOYMBIIUICHHUKA BBIYMCIIAIOT JIOTHH ToOJb30BaTesd. Ero He
TPYAHO ONPEICIINTh, OOBIYHO OH COCTOMT M3 aJpeca JICKTPOHHOW MOYTHI WIIN
HoMepa Tenedona. Takyro HHOOPMAIIMIO OHH Y3HAIOT y JIpyTra, y)Ke B3JIOMaHHOK
crpanuipl. OcTaercss TOJABKO IMOAOOpaTh IapOJib, KOTOPHIA BBIYUCIIIETCS
OaHaJbHBIM MMOAOOpOM OYKB M Iubp. B HHTEpHETE CYNIECTBYIOT IMPOrPaMMBI,
KOTOPBIC aBTOMATHYECKH B3I1aMbIBalOT 10 70% maposiei.

Pacnpocrpanennbie agepsl B cetu UHTEpHET:

Or B370Ma aKKayHTa HHKTO HE 3acTpaxoBaH. H3-3a  cBoen
HEBHUMATEJIbHOCTU TOJI30BATEIN COICETEH, CAaMU TOTO HE MOHUMAs, OTJIAI0T
JUYHBIC JaHHBIE MomIeHHUKaM. Crmoco0OB 3aBlafieTh 4YyXKUM mpoduiieMm
JIOCTAaTOYHO.

e [Ipocrba 0 puHAHCOBOI MOMOIIIH

Boiins Ha B3710MaHHYIO CTpaHUIly, aEepUCThI JIEJIAI0T PACCHUIKY APY3bIM
c mpoch0Oil BhICIATh JIeHeT. HauMHAIOT BECTH MEPENUCKY B COOOIIECHUAX Tak,
4yTOOBI UX He 3amono3puiu. MHTepecyerca Aenamu, oOpalaroTcs MO HUMEHH,
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pacnoJiararoT KepTBy K auanory. Kak Toibko oOnieHME HalaKMBAaeTCs, MOJ
pa3HBIMU NPEAIOTaMH MPOCAT ONPEACICHHYIO CyMMYy B JIOII: Ha JICYCHHE,
CKUHYTh Ha Tele(OH, OJOJDKUTH J0 3aBTpa M T. . HexkoTopbie NOBEpUYHUBHIC
IpakJIaHE NEPECHUIAIOT JEHBI'H HA CUET 3J10YMBIIIJICHHHKA.

Kaxk cebst BecTu, 4T0OBI HE MONACTh B JOBYIIKY. [Ipexie uem nepechuiaTh
JIEHbI'U, HYXHO YOEIUTHCS, YTO COOOIICHUS MNHILIET HACTOSIIUM ApyT WIU
NoJpyTa: 3aJ1aTh BOIPOC WM COPOCUTHh HH(POPMAIIUIO, U3BECTHYIO TOJIBKO BaM U
IPYTy; HE CIEUINTh MEPEXOAUTH 110 COMHUTEIBHBIM CCBUIKAM, IEPECIAHHBIM B
JMYHbIE COOOILEHNUS; O3BOHUTh XO35IMHY CTPAaHMIIBI U YTOYHUTh, HY>KHA JIX Ha
CaMOM JIeJI€ IIOMOIb.

Ecniu uHdopmanus He NOATBEpXKIAeTCs, B3JIIOMaHHOMY IIOJIb30BATEIIO
cailTa cpoyHO OOpaTUTBhCS B CHykO0y TexmoanepXku OJIHOKIACCHUKOB WIIU
Bxonrakre. [lonbIiTarbCss M3MEHUTH MAPOJIb B AJIEKTPOHHOW IOYTE, €CIM OHA
NPUBSA3aHA K CTPAHULIEC COLMATIBHOM CETH.

o B3noMmuk oT MMEHHU Jipyra NUUIEeT COOOIIEHHE, B KOTOPOM 3aBOJIUT
CTaHAAPTHBINA Pa3roBOp, NHTEPECYETCS AEIAMU U HOBOCTSIMH, IIPOUCXOISIINMU
B ku3HU. [loTom mpocut HOMep TenedoHa, SKOOBI 3amucaTh Ha BCIKUM CITyda.
JloOpoayuiHbie Apy3bs, HUYEr0 HE IMOAO03peBas, OTChUIAOT ero. Yepes
HECKOJIbKO MHUHYT CHOBa NPUXOJUT COOOLIEHHWE C TMpOChOOl CcKa3aTh
IIECTU3HAYHBIN KOJ, KOTOpbII mpuiien Ha TenaedoH. Kak TOIbKO KO MOTyYeH,
JOCTYH Ha CTPAHUILLY JUISl 3JI0YMBIIUIEHHUKOB OTKPBIT.

o Adepuctsl npuchLIaloT coo0IIeHUs, coaepkaiue cchuiky. [loa Heit
MOXXET OBIThb HAImMCaHO, YTO 3TO MOJAPOK WM HOBOE (POTO, KOTOPOE MPOCHT
oueHuTh. [loJb30BaTENI0 CTAHOBUTCS MHTEPECHO, OH HA HEE KIHKAET, TEM
caMbIM BC€ JaHHble Opay3epa C JOTMHAMM U MapOJISIMU OTIPABISIOTCS B PYKH
kuOepnpecTynHUKOB. JlocTynm Ha cCTpaHMIy MAJisi JKEpTBbI 3aKphIT, €€ YyXKe
HAaYMHAIOT UCIIOJIb30BATh B MOIICHHUYECKUX LEISIX.

o [IpecTyIHUKHA MCIONB3YIOT TOYHYIO KOIHIO CalTa COLHAIBHBIX
CeTel, HO C HEBEPHBIM aapecoM. JKepTBE MNPUXOAUT HA MOYTY IMHUCBMO C
UHTPUTYIOIIMM HAYaJioM KakOM-HMOynb CTaTbl WJIM HMCTOPUHU, TMOJA HEH
HaXOJUTCS cCChUIKa. YTOOBI MOYMTATh Jaibllie, HY)KHO Ha HEE HaXaTh.
[TosiBAsieTcst OKOMIKO 17 BBEJACHUS JIOTMHA W Tapojis WIM TIpockda
aBTOPU30BATHCA 4YEpe3 OMNPENENCHHYI0 COLMAIBbHYIO CeTh. Takum 00pa3om,
JMYHbIC JJAHHBIE TIOMAIal0T Ha (aIbIIMBBIN CANT 3710YMBIIUIEHHUKOB.

BeiBog omuH: kepTBOM oOMaHa MOXET CTaTh JIIOOOM 4YeJIOBEK,
MOIB3YIOITUHCS COIMAIbHBIMM  ceTsIMUA. UTOOBI 00€30macuTh aKKayHT OT
B3JIOMa, HYXHO 4allleé MEHATh napoJib. Jlydine, 4ToObl OH COCTOSIT U3
HECYIIECTBYIOLIETO CJI0BA, KOTOPOE OYJIeT MOHATHO TOJIBKO XO3SIMHY CTPAHUIIBI.
He pazgaBate HOMep TenedoHa, a TeM 0ojiee CeKPETHBIN KOJI, TTOJ03PUTEIbLHBIM
KOHTAaKTaM.



OcHoBHBIE TCPMHUHBI, UCII0JIb3YCMbIC IIPHU COBEPIICHUN
KI’IﬁepMOIIIeHHI/I‘IeCTB.

AyTeHTH(UKAIUA — TPOUECC YCTAHOBICHUS JUYHOCTH TMOJIb30BATEII
IIPU MOMBITKE MOJYyYEHUsI TOCTYyNa K KOMIIbIOTEPY WK K (paitinam.

BaHK-3JMMTEHT WM SMHUCCHOHHBIM 0aHK — OaHK, BBINYCKAIOIIWNA B
oOpalieHue (SMHUTHPYIOIIMNA) JCHEKHbIE 3HAKU WM I€HHble OyMaru W
MJIaTEKHO-PACUETHBIE JIOKYMEHTHI (OaHKOBCKHE KapThl, YEKOBBIC KHIXKH).
OMHCcCcHEell JIeHeT B CTpaHE 4Yalle BCEro 3aHUMAlOTCA LEHTpalbHble OaHKH,
BBIIIYCKOM II€HHBIX Oymar — KoMmMmepyeckue OaHKHU. BrinynieHHble 0aHKOM
OaHKOBCKME KapThl Ha TNPOTSKEHUM BCEro CpoKa JEHCTBUSL OCTAIOTCA
COOCTBEHHOCTBhIO OaHKa-IMUTEHTA, a JepKaTelb KapThl MOJy4yaeT €€ JUIIb B
NI0JIb30BAHUE.

Bank-3kBaiiep (oOciyxuBawmuii 0aHK) — KPSAWTHAs OpraHu3aIus,
OpraHu3ylolasi TOYKW MpremMa OaHKOBCKUX KapT (TE€pMHUHAJbI, OaHKOMAThl) U
OCYIIECTBIISIONMIAs] BECh KOMIUIEKC (PUHAHCOBBIX OIEpalui, CBSI3aHHBIX C
BBHITIOJIHEHUEM PACUETOB U IJIaTekKel M0 0AHKOBCKUM KapTaM B ATHUX TOUYKaX.

borHer MM cerb 00TOB — 3TO KOMIIBIOTEpHAsl CETh, COCTOSLIAs W3
OOJBIIOr0 KOJMYECTBA KOMIIBIOTEPOB, Ha KOTOPBIX CKPBITHO YCTaHOBJIEHO
BpenoHocHoe [1O, mo3Bossironiee 3JI0yMBINUIEHHUKAM YIAJIEHHO BBITIOJIHATH
Mt00bIe JEHUCTBUS C MCIOJIb30BAHUEM BBIYUCIUTENBHBIX PECYPCOB 3apaKEHHBIX
MamiiH. COTHM WM JTaK€ THICSYM 3apa)KEHHBIX KOMIIBIOTEPOB, KaK IPaBUIIO,
WCIIONB3YIOTCA Ul HEJIETaJbHOW W BPEINOHOCHOW JEATEIIBHOCTH — PACCBUIKH
criama, BUPYCOB, IIOXUIIEHUS JIMYHBIX JJAHHBIX WK NpoBeaeHus DoS-arak.

Bpaysep, wim Be0-0003peBATET — TPHUKIATHOEC MPOTPAMMHOE
oOecrieueHre Il TPOCMOTPA CTPAHUIl, COJCpXKAHHUsS BEO-TOKYMEHTOB,
KOMITBIOTEPHBIX (DAlIOB M MX KaTaJOroB, YIPABJICHHS BEO-NPUIOKCHUSAMH, a
TaKXKe JJIs PEIICHUs] IPYTuX 3a1a4d. B rino0anbHoi ceTn Gpay3epbl UCTIOIB3YIOT
IS 3ampoca, 00pabOTKH, MaHUTTYJTUPOBAHUS U OTOOPaKEHUS COACpKaHUs BeO-
CaMTOB.

BummMHr — OJWH W3 METOJO0B MOIIEHHUYECTBA C HCIOJIb30BAHUEM
CONMAIIBHOW  WHXXCHEPHUH.  3JTOYMBIIUICHHUKHA, HWCHOIB3YS  TEICPOHHYIO
KOMMYHUKAIMIO U UTpasi ONPEICICHHYIO pOJib (COTpyIHUKA OaHKa, TTOKYIATEsI
U T. A.), IOA pa3sHbIMH MPEIJOraMH BBIMAHUBAIOT Yy JieprKaTelsl TUIaTeKHON
KapThl KOH(pUACHIHAIbHYIO HMH(OpMaLUIO (€€ PEKBU3UTHI, HOMEP MaCHopTa,
JUYHBIA UJEHTU(PUKAIMOHHBIA HOMEp, JoruHbl, mnaponau, CMC-koasl) wumu



CTUMYJUPYIOT K COBEPIICHUIO OINpPEACNICHHBIX JACUCTBUM C KapTOYHBIM
CUETOM/IIATEKHON KapTOH.

Bpenonocnoe mnporpammuoe oOecneuyenne (Bpemonocnoe I1O0) —
IporpaMMHOE oOecrieueHue, HaIlpaBJICHHOE Ha BBITIOJIHEHUE
HECAaHKIIMOHUPOBAHHBIX BPEAOHOCHBIX JIEUCTBUI HA KOMIIBIOTEPE.

JAponbl — IIFOIH, HKCIIOJb3yeMbIE JIi COBEPLUCHUS MPOTUBO3aKOHHBIX
JNEUCTBUN B KaueCTBE MOJACTAaBHBIX Jull. Hepenko MOXHO BCTPETUTh MOJI00HBIE
MPEUIOKEHUS Ha Pa3InuHbIX (OopyMax, 10CKax OObIBICHUN.

Bcest cyTh mpoma 3akirodaeTcss B COBEPIIEHHHM KaKHX-JIMOO HE3aKOHHBIX
JIEUCTBUM OT CBOETO UMEHHU. [Ipr 3TOM UeIOBEK HE 3HAET, UTO KOHKPETHO MOYKET
npou3onTu. Bce nenaercss MOIICHHHMKAMH, KOTOPBIM BblI IEpEHalid KaKue-TO
MIPUBHWJIETUH HA OCYILECTBJIICHUE OIEPAIIH.

JAponoBoabl — 3TO T€ JIOAU, KOTOPHIE 3aHUMAETCA APONAMH, PYKOBOISAT
uMu U "BomaT" ux. Jlpombl, B CBOIO O4YEpEIb — 3TO MOJACTABHOE JHUIO B
pa3IUYHOTO  pOJIa  MOIIEHHUYECKMX  CXEMaxX, MPOMEXYTOYHOE  3BEHO
MOIICHHUYECKON CXEMBI.

Mo1IeHHUYeCTBO C MJIATeKHBIMU KapTaMu, KapAUHT (0T aHri. carding) —
BUJ] MOIICHHUYECTBA, IIPU KOTOPOM MPOU3BOJIUTCS ONEPAIUS C UCIIOIb30BAHUEM
IJATEKHOM KAapThl WM €€ PEKBU3UTOB, HE WHUIMUPOBAHHAS WM HE
MOJATBEPKACHHAsA €€ JepKareseM. PEKBU3UTHI MIIATEKHBIX KapT, Kak MPaBUIIO,
OepyT C€O B3JIOMAHHBIX CEpPBEPOB MHTEPHET-MAra3MHOB, IUIATCKHBIX U
pacuéTHBIX CHCTEM, a TakKe C TIePCOHAJIBHBIX KOMIBIOTEPOB (JIMOO
HETIOCPEJICTBEHHO, MO0 dYepe3 MporpaMMbl YAAJICHHOTO JOCTYyMa, «TPOSHBD,
«00TBD ¢ hyHKIHEH popMrpadbOepa).

KnﬁepaTaKa —  WIHN XaKEpCKasgd araka — 3TO BPCIOHOCHOC
BMCIIATCIIBCTBO B I/IH(bOpMaI_II/IOHHYIO CUCTCMY KOMIIAHWUH, B3JIOM CalTOB H
HpI/IJIO)KCHI/Iﬁ, JIMYHBIX AKKaYHTOB U YCTpOfICTB. I’ naBHBIC HeJIin — IIOJIYYUTDb
BbITOAY OT UCIIOJIb30BAHUA 3THUX NAHHBIX WJIN IIAHTAXa BJIAJCIIBIICB.

KubepOyuiuHr — 3T0 BUJI TPaBIU C MPUMEHEHUEM UHTEPHET-TEXHOJIOT U,
BKJTFOYAIONTUH OCKOpPOJICHHS, yTPO3bl, KIEBETY, KOMIPOMAT U IIaHTax, C
WCITOJIb30BAaHUEM JIMYHBIX COOOIICHW WM OOIIEeCTBEHHOro KaHaia. Ecim mpu
O0OBIYHOM OYJUIMHTE UCTIOJIB3YIOTCSI BepOasibHbIC M (PM3UYECKUE aKThl HACUIIUS, B
TOM YHCIIE€ U TICUXOJIOTHYECKOTO, TO JJisi KUOepOyJUIMHIa HET HEOOXOAUMOCTU
JUYHOTO TIPUCYTCTBUS. Bce NeWCTBHS COBEPIIAIOTCS C HCMHOJBb30BAHHEM
UMEWUJIOB, COOOIIEHUII B MECEIKEepax M COLCETAX, a TaKXe IOCPEIACTBOM



BBIKJIQ/IbIBaHUA (DOTO M BHJICO-MATEPHUAIOB, COAEpKAIIUX TyOUTENbHYIO IS
pernyTaluy KepTBbl HH(HOPMAIIHIO, B OOIIIECTBEHHYIO CETh.

JluBaHcKasi meTJisi — MOLIEHHUYECTBO, KOTOPOE MPEANoiaracT MU3bATHE
KapThl y €€ Biajaenblia (Jep)kareisi) BeCbMa O€CXUTPOCTHBIM criocoOom. Ecim
OOJBIIMHCTBO BapUAaHTOB MOIICEHHUYECTBA C OAHKOBCKMMU KapTaMH HMEIOT
[eJb JIIIb TOJYYUTh MX PEKBU3UTHI MPU MOMOIIU PA3TUYHBIX MPOrPAMMHO-
annapaTHbIX YXMIIPEHUW (HampuMep, CKUMMUHT WIM  (QUIIUHT) 10
MOCJICAYIOIIETO OMYCTOIICHUsI CYETOB, TO II€JIb 3TOr0 CHocoba — MOTydeHue
CaMOW IUIaCTUKOBOW KapTBhI.

B xaptpupep OaHkomaTa MOIICHHHK TIIOMEIIA€T TaK Ha3bIBAEMYIO
«JIMBAaHCKYIO TIETJIIO», KOTOpas MpeAcTaBiseT co0oil Onmokuparop u3
¢otorieHkn (4ro-To Bpoje JoByIIkH). [lonb3oBaTenb OaHKOBCKUX YCIYT,
BCTaBJsii KapTy B OaHKOMAaT, B pPEaJbHOCTH BCTABIET €€ B 3apaHee
MOJTOTOBJICHHBIA «KOHBEPT» W3 IUICHKH, B KOTOPOM OHa «OJIaromnoyry4Hoy
3aCTpEBAET.

EctecTBeHHO, Bnajaenen 3acTpsBIIei KapTOYKKM HAaYMHAET MEPEKUBATH U
peObIBaTh B JICTKOU MMaHUKE.

Kak mpaBwiio, B 3TOT MOMEHT ‘“HEpPAaBHONYILIHBIA YEIOBEK HAXOJUTCS
psanoM (BO3MOXKHO, OH Jaxe OynmeT mepeoseT B (opMy COTPYAHUKOB OaHKA) U
npejsaraeT mnpojeiarb psj ONnepauuid sl CIaceHUs KapTOYKH, B TOM YHCIE
MOBTOPUTH BBOJI MUH-KOJIA.

EcTtecTBeHHas maHuka KiIMeHTa OaHKa, «KBATU(UITUPOBAHHBIN COBETUHK,
KOTOPBIN «CITydyailHO» OKa3bIBACTCS PAJOM M aKTUBHO MBITAETCS MOMOYb — BCE
BEJIET K TOMY, YTO B OINpPEACIICHHbIII MOMEHT, KIINCHT OaHKa HaOWpaeT MUH-KOJI
npu MouleHHUKe. Pesynbrar: OaHKOBCKas KapTa HaXOAMTCS B 3apaHee
YCTAHOBJIEHHOM «JIOBYIIKE», a MHUH-KOJ CTaHOBHUTCS M3BECTEH MOILICHHUKY.
[Tocne Bcex MaHUMYJSUMNA MOLICHHUK COBETYET COCTABUTH 3asBICHHE O
BO3BpaTe KapThl B OoTAeneHUH OaHka. Kak Tonbko Biaaener KapThl yXOAMUT OT
O0aHKOMaTa, MOIICHHUK OIEPaTHBHO W3BJICKAET KapTy BMECTE€ CO CBOUM
«KOHBEPTOM» U3 TIEHKH. HEeCKOJIbKO MUHYT — M KapTa OKa3bIBAE€TCS MOJTHOCTHIO
ITyCTOU.

HecaHKIIMOHUPOBAHHBIM JOCTYI — JIOCTyll K HHpOpPMALUH B
HApYILICHUE NOJLKHOCTHBIX MOJHOMOYMM COTPYIHHUKA, JOCTYI K 3aKPBITOW IJIst
myOJIMYHOTO JOCTyMa HHGOPMAITUK CO CTOPOHBI JINII, HE UMEIOIINUX Pa3perieHuUs
Ha JOCTYII K 9TON MHPOpMAITUH.

Hurepuiickue nucbmMa — 3TO OAMH U3 PACIPOCTPAHEHHBIX BHJIOB
MOIIIEHHUYECTBA, TJIABHOM OCOOEHHOCTBHIO KOTOPOTO SIBISIIOTCSI MacCOBO
pacchUIaeMble 3JIEKTPOHHBIE NMHUCbMA C JYLICHIUIATEIbHBIMU HCTOPUSMH, B


https://www.privatbankrf.ru/materialy/chto-takoe-skimming-i-kak-ot-nego-zashhititsya.html
https://www.privatbankrf.ru/materialy/chto-takoe-fishing-i-fishingovyiy-sayt.html
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0001 M3 KOTOPBIX €CTh HECYACTHBIM, HO OOTaThIM TJIaBHBIN T€pOH, €CTh €T0
POJICTBEHHUKH, €CTh OTPOMHAs CyMMma JCHET, a IMOJy4yaTelb TaKoro NMUChbMA,
qyJIECHBIM 00pa3oM MMEET BO3MOXXKHOCTh BCEM TOMOYh M MPHU ITOM CKa30YHO
pazborareTs!

CouuajJbHAs MHKEHEPUs] — 3TO COBOKYIIHOCTb IICUXOJOTHYECKUX M
COLIMOJIOTUYECKUX MPUEMOB, METOJIOB M TEXHOJOTUM, KOTOPBIE MO3BOJISIOT
NOJIyYUTh KOH(UICHIHAIbHYIO HHPopManuio. KuOepMOIIEeHHUKOB, KOTOpPbIE
UCIIOJIB3YIOT 3TH MPUEMBI HAa IPAKTUKE, HAa3bIBAIOT COLIMAIIBHBIMA WHKEHEPAMHU.
[IpITasice HallTU AOCTYN K CUCTEME WJIM LIEHHBIM JAHHBIM, OHU HUCIOJIb3YIOT
caMO€ ysI3BUMOE 3BEHO — UEJOBEKAa, KOTOPBIA CYMTAETCAd HaUMEHEe
YCTOWYMBBIM K BHEITHEMY BO3JICHCTBUIO.

CBaTHHI — TakTHKa JIOMOraTeibCTBa, KOTOpas 3aKiIldaeTcsi BO
BBE/JICHUM aBapHUITHO-CIIAcaTEeIbHON CIIyXObl B 3a0dy’KJIEHUE TaK, YTOOBI IO
aJpecy Ipyroro Juila BbIEXalld CIacaTelibHble CIYXObl. OTO Jenaercs c
MOMOIIIBIO (PAJIBIIUBBIX COOOIIEHUHN O CEPhEZHBIX MPABOHAPYIICHUSIX, TAKUE KaK
3aKJIagKu OOMOBI, yOWICTBO, 3axBaT 3aJIOKHUKOB WM APYTrde TOJI00HBIE
UHIUJCHTHI.

CxkuMMep — D3TO CaMOJENbHBIM CUUTHIBATEIb MAarHUTHOW JIEHTBHI.
MollleHHUKH NPUKPEIIISAIOT €ro K KapTONPUEMHUKY OaHKOMATa.

CeteBoii Tpaduk, wiv HHTepHET-TPpaduk (anri. traffic — «aBwkeHnEY,
«rpy30000p0T»), — 00BEM HHPOpPMAIIUU, TIEPEAABAEMON YePe3 KOMITbIOTEPHYIO
CETh 3a OIpPEACNEHHBIN EPUO]T BPEMEHHU.

@UIIMHT — BUJI UHTEPHET-MOIIICHHUYECTBA, 11€JIbI0 KOTOPOTO SIBJISETCS
MOJYYCHHE JOCTYNMa K KOH(PHUISCHIHAIBHBIM JaHHBIM IIOJb30BaTeICH —
JIOTMHAM U TapOoJIsiM. DTO JOCTUTAECTCA MyTEM MPOBEAEHUSI MAaCCOBBIX PACCHLIOK
AJIEKTPOHHBIX TIMCEM OT HMMEHHM TOMYJISIPHBIX OpEHIOB, a TAaKXKe JHUYHBIX
COOOIIIEHUI BHYTPU Pa3IUYHBIX CEPBUCOB, HANPUMEP, OT UMEHU OAHKOB WM
BHYTPHU COLHUAIBHBIX CE€TE€. B mUcbMe 4acTo CONEPKUTCA MpsiMasi CChLJIKa Ha
CalT, BHEIITHE HEOTJIMUMMBIN OT HACTOSIIETO.

XaKMHI — BHECEHHWE W3MEHCHHMH B MPOTPAMMHOM OOCCTICYCHHUH, IS
JOCTHXKEHHUSI ONMPEACICHHBIX LENeH, OTIMYAIOMMNXCA OT LENEHd CO3aTeleu
MporpaMm, OUY€Hb YaCTO U3MEHEHHUS ABJISIFOTCSI BPEIOHOCHBIMHU.

YenoBeka, 3aHMMAIOLIETOCS XAKWMHIOM, HAa3bIBAIOT XaKEpPOM. JTO, Kak
PaBUJIO, OMBITHBIN MPOTPAMMUCT, CYUTAIOIIUN B3JIOM UCKYCCTBOM, CIIOCOOHBIN
MIPUMEHNUTH OTJIMYHBIE HABBIKM B PEAJbHBIX >KMU3HEHHBIX cuTyanusx. OmHaKo,


https://ru.wikipedia.org/wiki/%D0%94%D0%BE%D0%BC%D0%BE%D0%B3%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D1%81%D1%82%D0%B2%D0%BE
https://ru.wikipedia.org/wiki/%D0%90%D0%B2%D0%B0%D1%80%D0%B8%D0%B9%D0%BD%D0%BE-%D1%81%D0%BF%D0%B0%D1%81%D0%B0%D1%82%D0%B5%D0%BB%D1%8C%D0%BD%D1%8B%D0%B5_%D0%B8_%D0%B4%D1%80%D1%83%D0%B3%D0%B8%D0%B5_%D0%BD%D0%B5%D0%BE%D1%82%D0%BB%D0%BE%D0%B6%D0%BD%D1%8B%D0%B5_%D1%80%D0%B0%D0%B1%D0%BE%D1%82%D1%8B
https://ru.wikipedia.org/wiki/%D0%9F%D1%80%D0%B0%D0%B2%D0%BE%D0%BD%D0%B0%D1%80%D1%83%D1%88%D0%B5%D0%BD%D0%B8%D0%B5
https://ru.wikipedia.org/wiki/%D0%97%D0%B0%D0%BB%D0%BE%D0%B6%D0%BD%D0%B8%D0%BA

11

CYIIECTBYIOT M JAPYTHE XaKEPhl, KOTOPhIE UMEIOT 00Jiee OMaCHBIE MOTHUBHI, YeM
MIPOCTO JEMOHCTpaIs cBoero mMacrepctsa. OHUW HANPABISIIOT CBOM 3HAHUS Ha
KpaXy JHYHOM WH(POpMAIMKM, HECAaHKIMOHUPOBAHHBIA JOCTYII H TOMY
MOI00HOE.

YT0 Takoe peKBU3UTHI 0AHKOBCKOI KapThI?

PekBU3UTBI — 3TO JaHHBIE OAHKOBCKOIO CYETa, YacTh M3 KOTOPBIX
yKazaHa Ha camoil kapte. UTOObI TOJHOCTBIO PACKPBITH HHGOPMALUIO O
0€30IaCHOCTH CUCTEMbI MHJWBHUAYaJbHBIX Pacuy€TOB, OTHECEM K PEKBU3UTAM U
CEKpPETHBIN KOJA KapThl, KOTOPHIA JAaeT NOCTYN K MNpO(UIII0 MOJb30BATENA, a
Takke OaHKOBCKMH CYeT, K KOTOpPOMY OHa TMpuBsi3aHa. JlaHHbIE Ha KapTe
BKJIFOYAOT:

e Homep 6ankoBckoil kapThl. 910 16 miu 18 mudp, KOTopble yKa3aHbl Ha
auneBord vactu. B Homepe 3ammdpoBaHbl Ha3BaHHME IUIATEKHOW CHCTEMBI,
UJCHTU(DUKAITMOHHBIN HOMEp Bamlero OaHKa, TUI W PETUOH BBIMYCKa KapThl,
CUCTEMHOE INpoBepouyHOe uyucio. Baxno! B mpouecce mnposeneHus psaa
JICHE)KHBIX ONEpalyid MOTYT 3alpalliBaTh HE BEChb HOMEpP KapThl, a TOJbKO 4
nocjaeaHue NuQpsbl.

o Ims nepxkarens kapThl. MoxeT OBITh yKazaHa TOJBKO (Qamuius,
dbaMUIMa 1 MHUIHATBI WIH KapTa MOXKET ObITh HEUMEHHOM.

e Tpu uudpst Ha o6opote kapThl. CVC2 nnu CVV2 — Ttpex3HauHblii KO
0e30macHOCT Ha OOpaTHOMW CTOpPOHE KapThl, KOTOPBIM CIIYXKHUT IS
JIOMOJIHUTEIILHOM 3aIIUThI OT XUIICHUMN.

e Cpok neiictBus. B dopmare mecsi/ro.

e Taxxe nHOrIa TpeOyeTcs pacyeTHhIN cueT. Homep 6aHKOBCKOTO cuera,
KOTOPbIN YKa3bIBAETCSl JOTOBOPE Ha 0OCTYKMBAaHUE KapThl WM B OHJIAH-OaHKE.
Ha camon kapre ero Her.

e PIN-kon. Yerbipex3HauHbll Haposib, KOTOPBIA AA€T AOCTYIl K CUETY U
onepauusiM 1o kapre. PIN ycranaBnuBaer Biazgenen npu odopmienun. Ha
caMOM KapTe €ero HeT M [epelaBaTb €ro HHUKOMY HE  HYXXHO.

IIIumMMep - 3TO TOHKAsl «MPOKJIAJIKa», KOTOpas pacroJiaraeTcs MEXIy
YUIIOM Ha KapTe W CUYWTHIBAIOIIMM YCTPOMCTBOM UYWIIOB B OaHKOMAaTe WIIH
TEpMHHAJIE — U 3AMUCHIBACT JAHHBIE C YUIIA, KOTJ]a UX CYUTHIBAET TEPMHUHAI.

DoS-araka wim ataka Denial-of-Service (oTka3 B 00CITy>KMBaHHH) - 3TO
METOJI, MCIOJB3YEeMbIH  JUISI  HApyIICHHS  JOCTyla  JIOOPOCOBECTHBIX
moJIb30BaTeicli K BBIOpaHHOW ceTH WM BebO-pecypcy. Kak mpaBwmiio, 3T0
JOCTUTAeTCS ITyTeM IIeperpy3kd Iend, (Yacto BeO-cepBepa) OrPOMHBIM
KOJIMYECTBOM TpaduKa WU IMyTeM OTIPaBKH BPEJIOHOCHBIX 3aIPOCOB, KOTOPHIC
MPUBOJIAT K OTKa3y WIH K cOOI0 pabOTHI 1IEJIEBOTO pecypca.
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IP-agpec — 3T0 yHHMKaIbHBIN agpec, UACHTUPUUUPYIOUUHA YCTPOUCTBO B
WHTEPHETE WU JIOKajdbHOU ceTu. IP o3HawaeT «MHTEpHET-MPOTOKOI» — HAOOP
MpaBuJjl, pEeryIUpyOIMX GopMaT JTaHHBIX, OTIPABISEMbIX Ye€pe3 UHTEPHET WU
JIOKAJIbHYIO CETb.

ITo cyru, IP-ampec — 310 MaeHTU(PHUKATOP, TO3BOJAIONIUNA TEepeaBaTh
uH(DOpMaALIMIO MEXIY YCTPONCTBAMH B CETH: OH COJAEPKHUT HMH(POpPMALHUIO O
MECTOIOJIOKEHUN YCTPOMCTBA U 00ECIIEUNBAET €r0 JOCTYIHOCTD JJisi CBA3M. IP-
azpeca MO3BOJISIOT Pa3INvaTh KOMIBIOTEPHI, MAPIIPYyTU3ATOPHl U BEO-CAlThl B
UHTEPHETE U SBJISIOTCS BaXXHBIM KOMIIOHEHTOM paOOThl HHTEPHETA.

Tor — »TO0 cepBUC I AHOHMMHOTO JOCTyla B HMHTEPHET M, Kak
ciencTeue, obxoma OnokupoBok. Yepes Tor MokHO 3aiiTu Ha 00O
3a0JIOKMPOBAHHBIN pPeCypc.

VPN (anrn. Virtual Private Network — BupTyasibHasi yacTHasi C€Tb) —
3T0 Oe3omnacHoe 3amu(pPOBaHHOE TOJKIIOUEHUE IMIOJIb30BATENII K CETH, C
KOTOPBIM OH MOXET OOXOJUTh JIOKAJIbHbIE OrPaHUYEHUS M COXPAHATH
KOH(DHICHIINAIBHOCTb.

Wi-Fi — 310 OecnpoBOIHOM CIOCOO mepenadyr JaHHBIX, WCIOJb3YIOIIHMA
paauocurHaisl. JlocaioBano Wi-Fi nmepeBoauTcss — 6€CripoBOAHOE KaueCTRBO.



